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FUNCTION:   � tc " gut_request_gps_key" \l 3 �gut_request_gps_key�
IFA71001�
�
CALLING SEQUENCE:


st_status = gut_request_gps_key(process_name, tm_struct, key_type, &key_data)


PARAMETERS:


Name	I/O	Type	Description


process_name	I	char *	Name of process from ait_getVehicleName.


tm_struct	I	struct tm	Time of key requested.


key_type	I	GST_KEY_T	Type of key (weekly/yearly).


key_data	O	GST_KEY_DATA_T *	Key data returned.


st_status	O	ST_STATUS	Return status.


DESCRIPTION: 


This function may be called to request a valid GPS crypto key from the GPS crypto key server.  The data returned by this function (key_data) must be handled with caution.  The key value is CLASSIFIED and should not be copied anywhere except for the data files which are to be loaded onto the MU.  Once the MPM is finished using the key_data, it MUST be purged with gut_zeroize_destroy_gps_key.


The returned key_data is of type:





typedef struct


{	      


   unsigned char keyValue[GST_KEY_VAL_LENGTH+1];


   char shortTitle[GST_SH_TITLE_LENGTH+1];


   char edition[GST_EDITION_LENGTH+1];


   GST_REG_NUM_T reg;	


   GST_SEG_NUM_T seg;


   struct tm expiration_date;


} GST_KEY_DATA_T;


EXAMPLE:


time_t time_secs; /* seconds */


struct tm today;


struct tm next_week;


GST_KEY_DATA_T *today_key_data;


GST_KEY_DATA_T *next_week_key_data;





/* Request keys from the key server for the current date and next week */


time_secs = time(NULL);


localtime_r(&time_secs, &today);


time_secs += 604800; /* secs/week */


localtime_r(&time_secs, &next_week);


    


if (ST_FAILURE ==


    gut_request_gps_key(ait_getVehicleName(), today, GST_WEEKLY_KEY, &today_key_data))


    return;


    


if (ST_FAILURE ==


    gut_request_gps_key(ait_getVehicleName(), next_week, GST_WEEKLY_KEY,


		    &next_week_key_data))


    return;





/* Write key to BDF */


...





gut_zeroize_destroy_gps_key(ait_getVehicleName(), &key_data);


�



function:   � tc " gut_zeroize_buffer" \l 3 �gut_zeroize_buffer�
IFA71004�
�
CALLING SEQUENCE:


gut_zeroize_buffer(buffer, buffer_size)


PARAMETERS:


Name	I/O	Type	Description


buffer	I	void *	Pointer to buffer area.


buffer_size	I	int	Number of bytes in buffer area to be zeroized.


DESCRIPTION: 


This function should be called to clear memory buffers which may contain GPS crypto keys.


EXAMPLE:


char buffer[MAX_BDF_LENGTH];





/* Read in a BDF (copying into a buffer) */


...





/* Zeroize the buffer that was used to read in the BDF */


gut_zeroize_buffer(buffer, MAX_BDF_LENGTH);


�



FUNCTION:   � tc " gut_zeroize_destroy_file" \l 3 �gut_zeroize_destroy_file�
IFA71003�
�
CALLING SEQUENCE:


st_status = gut_zeroize_destroy_file(process_name, filename)


PARAMETERS:


Name	I/O	Type	Description


process_name	I	char *	Name of process from ait_getVehicleName.


filename	I	char *	File to be zeroized and deleted.


st_status	O	ST_STATUS	Return status.


DESCRIPTION: 


This function should be called to remove a file which must be zeroized before deletion.  This would include any file which contained GPS crypto key data.  An error will be returned if the file cannot be opened with write access.


EXAMPLE:


ST_STATUS st_status = ST_FAILURE;





st_status = gut_zeroize_destroy_file(ait_getVehicleName(),


    "./gpsKey.file");





if (st_status == ST_FAILURE)


{


    printf("Unable to destroy file.\n");


}


�



FUNCTION:   � tc " gut_zeroize_destroy_gps_key" \l 3 �gut_zeroize_destroy_gps_key�
IFA71002�
�
CALLING SEQUENCE:


gut_zeroize_destroy_gps_key(process_name, &key_data)


PARAMETERS:


Name	I/O	Type	Description


process_name	I	char *	Name of process from ait_getVehicleName.


key_data	I/O	GST_KEY_DATA*	Location of key value.


DESCRIPTION: 


This function must be called after a GPS crypto key has been retrieved from the GPS crypto key server.  It is assumed that the memory pointed to has not been changed since the retrieval from the server.


EXAMPLE:


time_t time_secs; /* seconds */


struct tm today;


struct tm next_week;


GST_KEY_DATA_T *today_key_data;


GST_KEY_DATA_T *next_week_key_data;





/* Request keys from the key server for the current date and next week */


time_secs = time(NULL);


localtime_r(&time_secs, &today);


time_secs += 604800; /* secs/week */


localtime_r(&time_secs, &next_week);


    


if (ST_FAILURE ==


    gut_request_gps_key(ait_getVehicleName(), today, GST_WEEKLY_KEY, &today_key_data))


    return;


    


if (ST_FAILURE ==


    gut_request_gps_key(ait_getVehicleName(), next_week, GST_WEEKLY_KEY,


		    &next_week_key_data))


    return;





/* Write key to BDF */


. . .





gut_zeroize_destroy_gps_key(ait_getVehicleName(), &key_data);
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