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Specification Statements


3.4.1.9.1.7.1	GPS Crypto Key Audit


Processing shall support the storage, retrieval, and destruction of GPS Crypto Keys.  Accesses to GPS crypto keys shall be written to an audit log with audited events to include system start, key load, access by any MPM, bulk data file load in an aircraft data transfer device, bulk data file purge, key purge, and system shutdown. (Refer to Section 3.4.1.5.2.2 GPS/Avionics for additional information).


GPS Crypto Key processing shall support automatic recognition and storage of crypto key type (weekly, yearly) based on manually entered data and data transferred via AN/CYZ-10.   Key types other than weekly and yearly shall be stored as “unknown” and a warning indicating that “unknown” key types cannot be used by TAMPS shall be displayed.





The GPS Crypto Key Audit processing shall not be supported on the High-End Desktop (HD) TAC-3 Configuration.


�
�
Concept of Operations


Scope


Requirement Number:	97-12


Title:	GPS Cryptographic Key Type Identification


The GPS crypto key identification capability shall provide automated recognition of the key type (weekly, yearly) based on the GPS key only.  The key type shall be determined independent of user defined input and of the short title.  The key type shall be written to the GPS database and shall not be manually changeable by the user.  Automated key type recognition shall be provided for keys transferred via AN/CYZ-10 or manually entered via keyboard.  Key types other than weekly or yearly shall be stored in the database as an “unknown” type and a warning message shall be displayed that the key is not a known type and can not be used by TAMPS.


Applicable Documents


Government Documents


Specifications


SLAM OAG 4 Dec. 1996


SCP II-5 - “Provide method for TAMPS to independently check the crypto key type and date.”


Standards


None


Other Publications


None


Non-Government Documents


None


Impact Analysis


Users


The user impact will be to database administrators only.


Mission Planners


It is not envisioned that there will be any impact on the mission planners.


System Administrators


It is not envisioned that there will be any impact on the system administrator.


Database Administrators


The database administrators will be impacted when executing the GPS crypto key applications.  The HMI will be changed to reflect the addition of the unknown key type.  Previously, the HMI only reflected weekly and yearly key types.  An error message will be displayed for key types other than weekly or yearly, and those key types will be stored as an “unknown” type in the database.


Performance and Sizing


The key type determination algorithm will have minimal impact on the time required to load GPS crypto keys.


Operating Locations


The GPS crypto key type identification capabilities will be required at all TAMPS locations: afloat, ashore, training, marine corps expeditionary, DTE/OTE sites, and coast guard bases.


Hardware and Software Configuration


System Hardware


No changes to the currently supported TAMPS configurations are required.


Operating System


No changes to the currently supported TAMPS configurations are required.


Commercial-Off-The-Shelf (COTS) Application Software


No changes to the currently supported TAMPS configurations are required.


Installation


No changes to the currently supported TAMPS configurations are required.


Description of Processing





After the GPS crypto key is transferred via the AN/CYZ-10 or manually entered via the keyboard, the key type will be determined by running a GFI algorithm on the key.  The GPS crypto key will then be stored in the database along with the key type and other crypto key data fields.  Key types other than weekly or yearly will be stored as “unknown”.  TAMPS modules which need to access and utilize GPS receivers will request the appropriate key data from the GPS crypto key server.  The key data (if available) will be provided in response to this request and the module will format the information as required, and include the key in the appropriate BDF.  The BDF will then be transferred to an avionics interface device, such as the memory unit (MU).  The MU will then be used to transfer the BDF, along with the embedded key information into the associated weapon system.





�
�
Performance Criteria


This SOR will not have any impact on the TAMPS system performance criteria as specified in the TAMPS TEMP.�
�
System Architecture


Software Architecture


No changes to the current TAMPS software architecture are required.


Hardware Architecture


No changes to the current TAMPS hardware architecture are required.�
�
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