


Requirement #


95-81M.1�
Title


Additional Roles�
�
�
Originator of Requirement (include telephone #)


TERPES (805) 989-3780�
�
�
�
PART I�
�
�
�
Statement of Requirement (SOR)


TERPES requires addition of TERPES unique Roles for use in their Role checking software. Roles are analyst, Comms Processor, TFP analyst, fusion analyst. and TEPP analyst.�
�
�
�
Requirement Source (Indicate whether by letter, FRD ¶, SRS ¶, ORD ¶, TEMP ¶, Meeting minutes, etc.)


TERPES ROC, ORD & system specification.�
�
�
�
Criticality ("X" highest appropriate level and indicate rationale at right)


____	Safety of Flight (relative to data load)


__X__	Mission Critical (relative to mission of a/c, wpn. or system)


___	Mission Required (a mission subarea which can not be accomplish�ed if requirement not met.�
Criticality Rationale


Roles are implemented at multiple levels to prevent inadvertent corruption of databases.�
�
�
Requirement Sponsor


TERPES�
Sponsor ($)


TERPES�
�
�
Validation Event and Date (e.g., SCRB, SRR)


TERPES Integration SOR presented  @ 6.1 SCRB 24 May.


Detailed SORs prepared Sept. 95


Approval to proceed provided on 5 Dec. SOR baseline.�
�
�
�
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Specification Statements


SOR 95-81M is a new requirement to Account Management Processing.  System specification changes are indicated below.


3.4.1.9.1.3	Account Management (Item 3)


The account management subfunction shall provide the capability to manage user accounts.  The system administrator shall be able to add, modify, and delete accounts through a menu driven interface.  


During account management the system administrator shall assign privileges to limit a planner's capability to execute functions within the application.  Upon account creation, a default password (previously set by the system administrator) shall be associated with a new account.


The system administrator shall be able to obtain a report detailing all accounts and associated roles and database access privileges.


The system administrator shall be able to assign rights and privileges associated with communications processing.  The system administrator shall be able to assign user privilege to access the communications application, release messages, and/or change interface configurations.  


The system administrator shall be able to assign rights and privileges for read/write and sanitize of the MU.  Only authorized users shall be able to access the MU.


A minimum of eleven (11) roles shall be defined: System Administrator, Database Administrator (DBA), Mission Planner (planner), Analyst, TFP Administrator, Communications Administrator, TEPP Administrator Fusion Analyst, TTP Administrator, TTP Analyst and Release Authority.  A user shall have the capability for multiple roles.  





�
�
�
�
�
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Concept of Operations


Data:  TERPES applications will obtain role and privilege information from the core roles software.


Utilization:  TERPES applications will not execute when the user does not have TERPES privileges.


Modifications to the communication processor (TCP) will be restricted to users with Comms Administration privileges.  


Modifications to the TERPES ELINT Pre-Processor (TEPP) databases will be restricted to users with TEPP Administrator Privileges.  


Modifications to the TERPES Tactical Fusion Processor (TFP) databases will be restricted to users with TFP administrator privileges.


TERPES TFP updates to IDB can only be executed by users with Fusion Analyst roles.


Administration:  Role and privilege information will be assigned and controlled by the system administrator.


Protection:  Administration of roles will be restricted to the system administrator. 


�
�
�
�
Performance Criteria


Not Applicable.�
�
�
�



�
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STATEMENT OF FUNCTIONALITY


1.0	TERPES Unique Roles


To support TERPES applications and database administration requirements,  the following roles will need to be added to TAMPS core:


	Analyst 		- Normal TERPES MPF User.


	TFP Administrator	- (Tactical Fusion Processor Administrator) with the ability				   to modify and delete data from the TFP databases.


	TEPP Administrator	- (TERPES ELINT Pre-Processor Administrator) with the


				   ability to modify and delete TEPP databases.


	Fusion Analyst	- User with permission to execute TFP and update IDB


				  data tables with TFP output.	





2.0	TERPES Application Access Versus User Roles	


At login, the user ‘s roles and privileges will be checked for valid user authority. 


Access to TERPES applications will be denied if the user is not assigned roles and privileges required.


Applications on menu-bars will be “grayed out” or otherwise omitted if the user does not have authorization. 


3.0	Assignment of TERPES Roles


Assignment or modification of TERPES roles shall be performed by the system administrator only. Default  for all users will be to have all TERPES roles and privileges disabled.


�
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3.1 Enabling TERPES Roles


The system administrator first brings up the User Administration MMI by selecting “System Functions”->“System Administration”->“User Administration” from the WSE menu bar. After entering (or retrieving) user data,  the system administrator will the select the “USER ROLES” push-button to bring up the “USER ROLES” menu. When the “USER ROLES” MMI is displayed, TERPES roles (as well as other roles) can be enabled (or disabled) by selecting the push-button to the left of the displayed role in the scroll window. Enabled role push-buttons will appear to be recessed and will be blue. Disabled role push-buttons will appear to “stick out” and will be gray.  The slide bar to the right of the scroll window can be used to scroll through the list of available roles.


3.2 TERPES Privileges


At this time, Privilege buttons will be provided to the right of each TERPES role selection, however they shall remain grayed out, since no privilege choices are currently required below the level of each TERPES role.


3.3 TERPES Role-Checking Functions


TERPES applications currently utilize unique applications in “wct” tri-graph to check for TERPES roles and privileges in two files, located in dynamic data area, name “.terpes.roles” and “.terpes.privileges”. The “wct” applications will be modified to utilize the TAMPS methodology, and check for role and privileges in user home directories in “.user.roles” and “.user.privileges”.


�
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The following table lists the test cases that will be executed to verify the functionality stated in Additional Roles (95-81M) FRD.


6.7 Additional Roles (FRD #95-81M) Test Cases


Test Case Number:


95-81M.1�
�
Test Case Name:


TERPES Roles�
FRD:


95-81 Additional Roles�
�
Requirements:  


CS0320�
�
Initial State:  


TAMPS system Installed.  Threat and Elint data loaded.�
Inputs:


None.�
�
Assumptions:


None.�
�
Constraints


None.�
�
Description:


Verify the following roles and privileges as assigned by the System Administrator.


TERPES applications will not execute unless the user is assigned the TERPES analyst role.


Only users assigned the Communication Administrator role can execute TCP.


Modifications to the TERPES ELINT Pre-Processor (TEPP) databases are restricted to users with TEPP analyst role.


Modifications to the TERPES Tactical Fusion Processor (TFP) databases are restricted to users with TFP analyst role.


TERPES TFP updates to IDB are restricted to users with the Fusion analyst role.�
�
Output:  


None.�
�
Evaluation Criteria:  


TAMPS must support the following TERPES roles:  TERPES Analyst, TFP Administrator, Communications Administrat
