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�

FUNCTION:   � tc " GUT_REQUEST_GPS_KEY" \l 3 �GUT_REQUEST_GPS_KEY�IFA73001��CALLING SEQUENCE:

ST_STATUS := GUT_REQUEST_GPS_KEY(CALLER_NAME'ADDRESS, KEYDATE, KEY_TYPE, KEY_DATA)

PARAMETERS:

Name	I/O	Type	Description

CALLER_NAME	I	SYSTEM.ADDRESS	Name of process from AIT_GETVEHICLENAME.

KEYDATE	I	UT_TM_REC_PTR	Time of key requested.

KEY_TYPE	I	GST_KEY_T	Type of key (weekly/yearly).

KEY_DATA	O	GST_KEY_DATA_	Key data returned.

		T_PTR2

ST_STATUS	O	ST_STATUS	Return status.

DESCRIPTION:

This function may be called to request a valid GPS crypto key from the GPS crypto key server.  The data returned by this function (KEY_DATA) must be handled with caution.  The key value is CLASSIFIED and should not be copied anywhere except for the data files which are to be loaded onto the MU.  Once the MPM is finished using the KEY_DATA, it MUST be purged with GUT_ZEROIZE_DESTROY_ GPS_KEY.

EXAMPLE:

with GST_CLIENTACCESS;

with SYSTEM;

with ST_SYSDEFS;



CALLER_NAME	: STRING(1..X);

KEYDATE	: UT_TM_REC_PTR; -- This type declared in package

			    	       -- that contains this function.

KEY_TYPE	: GST_CLIENTACCESS.GST_KEY_T;

KEY_DATA	: GST_CLIENTACCESS.GST_KEY_DATA_T_PTR2;

STATUS          	: ST_SYSDEFS.ST_STATUS;



STATUS := GUT_REQUEST_GPS_KEY( CALLER_NAME'ADDRESS,

					KEYDATE,

					KEY_TYPE,

					KEY_DATA );

�

FUNCTION:   � tc " GUT_ZEROIZE_BUFFER" \l 3 �GUT_ZEROIZE_BUFFER�IFA73004��CALLING SEQUENCE:

GUT_ZEROIZE_BUFFER(BUFFER'ADDRESS, BUFFER_NAME)

PARAMETERS:

Name	I/O	Type	Description

BUFFER	I	SYSTEM.ADDRESS	Pointer to buffer area.

BUFFER_NAME	I	INTEGER	Number of bytes in buffer area to be zeroized.

DESCRIPTION: 

This function should be called to clear memory buffers which may contain GPS crypto keys.

EXAMPLE:

with SYSTEM;



BUFFER	: SYSTEM.ADDRESS ;  -- this is the address of the buffer

BUFFER_SIZE	: INTEGER ;



GUT_ZEROIZE_BUFFER(BUFFER,

			BUFFER_SIZE) ;

�

FUNCTION:   � tc " GUT_ZEROIZE_DESTROY_FILE" \l 3 �GUT_ZEROIZE_DESTROY_FILE�IFA73003��CALLING SEQUENCE:

ST_STATUS := GUT_ZEROIZE_DESTROY_FILE(PROCESS_NAME'ADDRESS, FILENAME'ADDRESS)

PARAMETERS:

Name	I/O	Type	Description

PROCESS_NAME	I	SYSTEM.ADDRESS	Name of process from AIT_GETVEHICLENAME.

FILENAME	I	SYSTEM.ADDRESS	File to be zeroized and deleted.

ST_STATUS	O	ST_STATUS	Return status.

DESCRIPTION: 

This function should be called to remove a file which must be zeroized before deletion.  This would include any file which contained GPS crypto key data.



An error will be returned if the file cannot be opened with write access.

EXAMPLE:

with SYSTEM;

with ST_SYSDEFS;



PROCESS_NAME	: STRING(1..X);

FILENAME	: STRING(1..X); 

STATUS          	: ST_SYSDEFS.ST_STATUS;



STATUS := GUT_ZEROIZE_DESTROY_FILE(PROCESS_NAME'ADDRESS,

					FILENAME'ADDRESS );



�

FUNCTION:   � tc " GUT_ZEROIZE_DESTROY_GPS_KEY" \l 3 �GUT_ZEROIZE_DESTROY_GPS_KEY�IFA73002��CALLING SEQUENCE:

GUT_ZEROIZE_DESTROY_GPS_KEY(CALLER_NAME'ADDRESS, KEY_DATA)

PARAMETERS:

Name	I/O	Type	Description

CALLER_NAME	I	SYSTEM.ADDRESS	Name of process from AIT_GETVEHICLENAME.

KEY_DATA	I/O	GST_KEY_DATA_	Location of key value.

		T_PTR2

DESCRIPTION: 

This function must be called after a GPS crypto key has been retrieved from the GPS crypto key server.  It is assumed that the memory pointed to has not been changed since the retrieval from the server.

EXAMPLE:

with SYSTEM;

with GST_CLIENTACCESS;



CALLER_NAME	: STRING(1..X);

KEY_DATA	: GST_CLIENTACCESS.GST_KEY_DATA_T_PTR2;



GUT_ZEROIZE_DESTROY_GPS_KEY(CALLER_NAME'ADDRESS,

				KEY_DATA) ;
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