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1 Document Traceability





1.1 	ECAC-CR-94-036, Software Requirements Specification for the Computer Software Configuration Item (CSCI) referred to as the ARC-210 Fill Program (AFP), DoD ECAC, Annapolis, MD.








2 Mission Planning System Architecture





2.1 Overview





TAMPS is an interactive, computer-graphics aided mission planning system which supports air crew oriented mission planning for U.S. Navy airborne weapon systems.  TAMPS is used to develop, analyze, store and download mission data for strike aircraft, support aircraft and stand-off weapon systems.  The system prepares and maintains an extensive database of geographical and cultural features to support common planning requirements of most weapon systems.  TAMPS currently operates in the SECRET system high mode.  Many of the specialized weapon systems supported within TAMPS have unique mission planning requirements which are not applicable to other systems.  In order to support these requirements while maintaining consistent displays, user interfaces and a common database, a modular architecture has been adopted within TAMPS.  A set of core capabilities  are used to satisfy common requirements and support is provided to allow integration of independently developed vehicle specific application packages which support unique requirements for the various weapon systems.





TAMPS is deployed at most Navy and Marine Corps Air Stations, aboard various aviation capable ships and other training and support activities.  In all cases TAMPS is located in spaces with an appropriate level of physical and personal security commensurate with the handling of SECRET information.





2.2 Users





Each TAMPS user is assigned a personal login account with its own password.  The password is initially set by the system administrator which creates the user's account and can later be changed only by the user or a properly authorized system administrator.  TAMPS user accounts are "captive" accounts - meaning that they automatically execute the TAMPS software when the operator logs on to the system. Users Mission Planners/DBA users do not have access to the operating system prompt and, therefore, can not enter commands directly to the system.  All operations which can be performed must be executed via the TAMPS software user interface so the application software ultimately controls what the operators are able to do and not do on the computer system.  Furthermore, the TAMPS application software includes an additional layer of user privilege authorization.  When user accounts are created, the system administrator identifies the groups of functions which the new users are permitted to access and utilize.  Normal mission planning operators will be able to access the new ARC-210 functionality within TAMPS.














2.2.1 System Administrator





The TAMPS System Administrator (SA) is typically an aviation intelligence officer (O2 or O3) or a senior level enlisted (E7 or above) individual with overall responsibility for the system.  This user will have access to all TAMPS capabilities.  The SA is supported by 1 or 2 mid/junior-level enlisted (E4 or E5) intelligence specialists or similar rate who serve(s) as the Database Administrator(s) (DBA).





The SA will periodically receive updated Single-Channel Ground and Airborne Radio System data (SINCGARS) via the RBECCS system.  This system is currently installed aboard aircraft carriers.   It produces a 3.5” floppy containing the data and is hand-carried to the ARC-210 system for the SA to enter.  This is how the Navy will receive the updates; NISE-East is currently evaluating how the Marines will receive the data. What about Navy units ashore?? The load of the data should be a DBA function like all other data loads including GPS Keys.





2.2.2 Database Administrator





The TAMPS Database Administrator (DBA) is responsible for the maintenance of all databases on the system.  A collateral duty of the DBA (as the SAs representative), will be to interface with the System Administrator for ARC-210 updates.








2.2.3 Mission Planner





TAMPS Mission Planners are the members of the aviation unit (airwing, squadron, or similar activity) who conduct mission planning for aircraft and weapons in testing, training and operational environments.   These personnel will be responsible for creating the ARC-210 loadset to be used for the current platform/mission.  Multiple ARC-210 loadsets may be created and stored, to be loaded into the AN/CYZ-10 Data Transfer Device (DTD) at a later time.  The DTD will be loaded from memory  by TAMPS when directed by the planner.. 





2.3 Operating Locations





TAMPS operates in several Navy and Marine Corps environments.  In all cases TAMPS will operate in a controlled access environment providing adequate physical and personnel control and protection of the system.





2.3.1 Ashore





2.3.1.1 Development, Test and Evaluation


Weapon and aircraft test sites will require TAMPS units loaded with AN/CYZ-10 Data Transfer Devices to support development and operational test (DT/OT).  These sites provide appropriate controlled access protection commensurate with the SECRET system high mode of operations.





2.3.1.2 Training Sites


Although Navy and Marine Corps training sites will use TAMPS, most of these activities will not require ARC-210 hardware unless the particular platform requires it.





2.3.1.3 USMC


In supporting deployed expeditionary Marine Corps operations, TAMPS will deploy to various ashore sites either from garrison locations or from amphibious platforms.  Marine Corps mission planning operations are conducted in austere but secure environments.  The environment may be composed of deployable shelters or tents, or if available, improved structures.  In all cases controlled access protection is provided for the systems processing classified information.  All system users possess SECRET clearances.  NISE-East is still investigating how the Marines will receive the SINCGARS updates.





2.3.2 Afloat





In the afloat environment, TAMPS typically operates aboard aircraft carriers in intelligence centers (CVIC).  These centers are controlled access locations secured via double locked doors with manned control 24 hours per day.  Positive identification is required to gain access to CVIC.  At a minimum all personnel in CVIC hold SECRET clearances.  In addition to CVIC, TAMPS may also be installed in specific squadron ready rooms where a periods processing methodology will be implemented.  At this time, ARC-210 will only be loaded on CVIC TAMPS.





2.4 Hardware/Software Configuration





2.4.1 Disks





The TAMPS disks are treated as classified assets (at the SECRET level with additional caveats) once the TAMPS software and database files are loaded onto the disks.  There are no provisions within TAMPS to support declassifying or downgrading the classification of the TAMPS disks.  Typically, if maintenance actions are required on the TAMPS hardware, the technicians use built-in diagnostic functions to identify the problem, replace the faulty unit with an appropriate spare (if available) and return the failed unit to a depot level maintenance facility.  In the case of disk drives and other classified hardware, the equipment is returned to the depot as classified assets and is appropriately safeguarded from the time of removal through delivery and inspection at the depot site.  Depot level personnel will determine the appropriate disposition of the disk drives (i.e. repair or destroy).





The TAMPS application software does include functions to support backup and restoration of the TAMPS disk drives to and from magnetic tapes in order to provide a recovery mechanism in the case of catastrophic disk failure.  Since these tapes are a mirror image of the disk contents at the time of the backup, they are classified and safeguarded at the same level as the disks themselves.





2.4.2 Operating System





The current operating system is Solaris 2.3.  There is the potential of migrating to Solaris 2.4 (which is for the most part a patch release).

















2.5 Internal Interfaces





2.5.1 Architecture





At the highest level of abstraction, the TAMPS approach consists of electronically loading ARC-210 radio frequency information into a data transfer device (AN/CYZ-10) from a loadset created for a particular platform/mission.  This loadset is created from SINCGARS data from the RBECCS system, and HAVE QUICK data and single-channel data entered/modified by the planners.  








2.5.2 Storage of ARC-210 Data





A new database will be created that is separate from the TAMPS database.  The database will consist of protected files on one of the TAMPS magnetic disk devices.  This database will contain all of the information concerning the loadsets, the SINCGARS data, the HAVE QUICK data, and the single-channel presets. What space is given up for this and how big does it need to be???





When TAMPS operates in an operational environment, all of the TAMPS disks are classified to at least the SECRET/NOFORN/WNINTEL level.  Additional caveats such as RD and FRD are also present on the disk when F/A-18 and/or aircraft mission planning application packages are installed on the system.  The system and its disks are, therefore, always protected to at least the SECRET level which includes limiting physical access to the system to only authorized personnel with at least a SECRET level clearance and a "need to know".  Sites which are not approved for open storage of SECRET material follow standard operating procedures which provide for the removal and storage of information in approved security containers.





There are versions of the TAMPS software which have been sanitized to operate in an unclassified environment.  These software versions have had classified functions and database files removed or replaced by unclassified "stub" routines and empty files.  In a similar manner, ARC-210 functionality will be removed from unclassified versions of TAMPS.  All unclassified software capabilities will remain intact but there will be no functionality available to support placing any actual ARC-210 data into the database.  Since the database will always be empty, any attempts to gain access to or use ARC-210 information will result in some type of "ARC-210 Not Available" error condition.





The ARC-210 database will include capabilities to allow a properly authorized user to generate, display and/or print a report describing the contents of a loadset.  These reports will show the frequencies, channels, and other relevant information, depending on which channel was displayed.








2.6 External Interfaces





There shall be no external interface to the ARC-210 from TAMPS.  Each processor shall support its own application.  ARC-210 data shall not be transmitted over any LAN or other external connection to a TAMPS workstations. Your external interface between TAMPS and the ARC-210 is the CYZ-10 and or the other DTDs. Also, the RBECCS system to get your channel data.








3 Creating the ARC-210 Loadset





3.1 Receipt and Handling of SINCGARS Updates





The System Administrator will receive the 3.5” floppy containing the SINCGARS updates from the RBECCS system.  This data should be loaded into the database via the ARC-210 Fill  Program as soon as possible.Is this really a SA function?? The GPS Keys are loaded by the DBA.





3.2 Manual Entry





TAMPS shall provide an interface for the mission planner to create various ARC-210 loadset files for different platform/mission combinations.  The planner must be able to set single-channel preset frequencies, SINCGARS net definitions, SINCGARS common lockouts, ICOM TSKs, HAVE QUICK training Word-of-Day (WOD) data, HAVE QUICK training Multiple Word-of-Day (MWOD) data, HAVE QUICK Frequency Managed Training (FMT) frequencies, HAVE QUICK net numbers, and AN/ARC-210 radio addresses.


4 Loading the ARC-210 Loadset





4.1 Data Transfer Device (DTD AN/CYZ-10)





The primary method for loading ARC-210 loadset from TAMPS into the aircrtaft will be via an electronic interface to the CYZ-10 DTD.  Investigations are underway to ensure that the current RS-232 electrical connections and device drivers available on the TAMPS hardware suites will be sufficient to support this interface. 





To initiate the DTD load, the AN/CYZ-10 ia attached and the mission planner will select the load option.  The DTD will be detached immediately after the loading has been completed.


5 ARC-210 Applications


	


As an example of the ARC-210 access and loading procedure, consider the fairly common anticipated scenario where an F/A-18 pilot plans to utilize the ARC-210 in an operational strike mission.  The pilot would normally layout the mission plans (routing, timing and altitude profiles) for his F/A-18 launch platform mission using TAMPS, along with creating an ARC-210 loadset for his particular platform.  When both are completed, analyzed and refined as necessary, the pilot is ready to generate a digital data load and place this data on his Memory Unit (MU) for transfer into the aircraft.  The F/A-18 MPM would then gather these files and write them onto the MU along with other weapon and/or aircraft specific initialization files to complete the data loading process.  The pilot would then remove the MU from the TAMPS receptacle and logoff from the TAMPS workstation.  When the MU is inserted into the F/A-18 cockpit receptacle, the mission computer accesses the directory of files present on the MU and, in conjunction with the F/A-18 Stores Management System (SMS), passes the contents of the ARC-210 file (also known as Loadset Files) over the DS-101 data link to the AN/ARC-210.





When the aircraft returns from the mission and executes a full stop landing, the F/A-18 Mission Computer will normally initiate an automatic declassification of the MU contents.  This procedure consists of overwriting the entire contents of each file identified as classified on the MU (Confidential, Secret or Top Secret) with three cycles of ones and zeros.  Note that this procedure is identical to the "zeroize" function described in the NSA draft policy statement.





6 Transfer of ARC-210 Loadset to the Aircraft





Once a mission has been planned, a loadset file is generated.  This loadset file is list of frequency/channel pairings which designate which radio channels to be used during the mission.





The data cartridge for the particular aircraft is inserted into the writing device at the TAMPS workstation.  The Mission Planner then selects the load option; and the selected loadset file is written to the data cartridge.





The Mission Planner then hand carries the data cartridge to the aircraft to be inserted into the aircraft data cartridge reader.  During the aircraft load process the weapon load images that are imbedded in the aircraft load image are transferred to the weapon processors.  The data cartridge remains in the aircraft during the mission so that flight data can be written to the cartridge.





After the mission has been flown, specified addresses on the data cartridge which contain classified information are zeroized.  This zeroization occurs at "weight on wheels" automatically.  If the pilot chooses, the zeroization can be postponed.





The data cartridge is then hand carried to the maintenance computer to download the flight data.  At the maintenance computer the data cartridge can be zeroized.





In the event of enemy takeover of TAMPS, classified material will be destroyed and/or rendered unusable as part of the activities standard "Emergency Destruction Procedures".  These procedures are required at all Navy or Marine Corps activities and provide for the destruction of classified material in a hierarchical manor (i.e. the most sensitive data is destroyed first).





Are 5 & 6 above alternate means of loading the ARC-210, vice the normal means of using a CYZ-10??
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