SECTION C.156.2


 GPS CRYPTO AUDIT


(gat) FUNCTIONS


�


�








































































This page intentionally left blank.


�



function:   gat_audit_key_to_file�
IFA71005�
�
CALLING SEQUENCE:


st_status = gat_audit_key_to_file(process_name, key_info, file_name)


PARAMETERS:





Name	I/O	Type	Description


process_name	I	char *	Name of process from ait_getVehicleName.


key_info	I	GST_KEY_DATA_T * 	Key description.


file_name 	I	char *	Absolute path to file containing key.


st_status	O	ST_STATUS	Return status.


DESCRIPTION: 


This function must be called whenever a GPS crypto key is inserted into a disk file.  The process_name parameter should be obtained from the ait_getVehicleName function or an equivalent identifying name should be given.  The key_info is the structure returned from the gut_request_gps_key function.  Upon success, an audit record is created containing the supplied information.


EXAMPLE:


time_t time_secs; /* seconds */


struct tm today;


struct tm next_week;


GST_KEY_DATA_T *today_key_data;


GST_KEY_DATA_T *next_week_key_data;


char *bdf_file_name;





/* Request keys from the key server for the current date and next week */


time_secs = time(NULL);


localtime_r(&time_secs, &today);


time_secs += 604800; /* secs/week */


localtime_r(&time_secs, &next_week);


    


if (ST_FAILURE ==


    gut_request_gps_key(ait_getVehicleName(), today, GST_WEEKLY_KEY, &today_key_data))


    return;


    


if (ST_FAILURE ==


    gut_request_gps_key(ait_getVehicleName(), next_week, GST_WEEKLY_KEY, 				&next_week_key_data))


    return;





/* Insert key into bulk data file */


...





/* Audit the fact of successfully inserting key into file */


gat_audit_key_to_file(ait_getVehicleName(), key_data,


		  bdf_file_name);





gut_zeroize_destroy_gps_key(ait_getVehicleName(), &key_data);
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function:   gat_audit_file_to_device�
IFA71006�
�
CALLING SEQUENCE:


st_status = gat_audit_file_to_device(process_name, file_name, device_name, device_serial)


PARAMETERS:


Name	I/O	Type	Description


process_name	I	char *	Name of process from ait_getVehicleName.


file_name 	I	char *	Absolute path to file containing key.


device_name	I	char *	Descriptive name of device.


device_serial	I	char *	Unique identifier of individual unit.


st_status	O	ST_STATUS	Return status.


DESCRIPTION: 


This function must be called whenever a file containing GPS crypto keys is written to a data transfer device (such as an MU or yellow gear).  If it is unknown whether the file contains GPS crypto keys, it is safer to go ahead and call this function anyway.


EXAMPLE:


time_t time_secs; /* seconds */


struct tm today;


struct tm next_week;


GST_KEY_DATA_T *today_key_data;


GST_KEY_DATA_T *next_week_key_data;


char *bdf_file_name;





/* Request keys from the key server for the current date and next week */


time_secs = time(NULL);


localtime_r(&time_secs, &today);


time_secs += 604800; /* secs/week */


localtime_r(&time_secs, &next_week);


    


if (ST_FAILURE ==


    gut_request_gps_key(ait_getVehicleName(), today, GST_WEEKLY_KEY, &today_key_data))


    return;


    


if (ST_FAILURE ==


    gut_request_gps_key(ait_getVehicleName(), next_week, GST_WEEKLY_KEY,


		    &next_week_key_data))


    return;





/* Write key to BDF */


...





/* Audit the fact of successfully inserting key into file */


gat_audit_key_to_file(ait_getVehicleName(), key_data,


                    bdf_file_name);





gut_zeroize_destroy_gps_key(ait_getVehicleName(), &key_data);


...





/* Write bulk data file to device */


...





/* Audit the fact of successfully writing the file to the device */


gat_audit_file_to_device(ait_getVehicleName(), bdf_file_name,


	         device_name, device_serial);


...





gut_zeroize_destroy_file(ait_getVehicleName(), bdf_file_name);
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function:   gat_audit_file_to_file�
IFA71007�
�
CALLING SEQUENCE:


st_status = gat_audit_file_to_file(process_name, file_name1, file_name2)


PARAMETERS:


Name	I/O	Type	Description


process_name	I	char *	Name of process from ait_getVehicleName.


file_name1	I	char *	Full path to file (containing GPS crypto key) to be copied.


file_name2 	I	char *	Full path to file to be copied into.


st_status	O	ST_STATUS	Return status.


DESCRIPTION: 


This function must be called whenever a file containing GPS crypto keys is copied or inserted into another file.  This situation could arise if an aircraft MPM is including a weapon bulk data file (with GPS keys) in its own bulk data file.


EXAMPLE:


char *aircraft_bdf_file_name;


char *weapon_bdf_file_name;


char *device_name;


char *device_serial;





/* Retrieve the weapon bulk data file name */


...


/* Insert the weapon bulk data file into aircraft bulk data file */


...


/* Audit the copy */


gat_audit_file_to_file(ait_getVehicleName(), weapon_bdf_file_name,


			aircraft_bdf_file_name);


...


/* Write bulk data file to device */


...


/* Audit the fact of successfully writing the file to the device */


gat_audit_file_to_device(ait_getVehicleName(), aircraft_bdf_file_name, 


		                 device_name, device_serial);





gut_zeroize_destroy_file(ait_getVehicleName(), aircraft_bdf_file_name);
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function:   gat_audit_purge_device�
IFA71008�
�
CALLING SEQUENCE:


st_status = gat_audit_purge_device(process_name, device_name, device_serial)


PARAMETERS:


Name	I/O	Type	Description


process_name	I	char *	Name of process from ait_getVehicleName.


device_name	I	char *	Descriptive name of device.


device_serial	I	char *	Unique identifier of individual unit.


st_status	O	ST_STATUS	Return status.


DESCRIPTION: 


This function must be called whenever a device containing GPS crypto keys is purged/zeroized through a process in TAMPS.  This does not apply to zeroization that takes place either on the device itself or by some other non-TAMPS process.


EXAMPLE:


char *device_name;


char *device_serial;





/* Check for inserted data cartridge or attached device */


...


/* Initiate purge/zeroization process if requested */


...


/* Audit the purge */


gat_audit_purge_device(ait_getVehicleName(), device_name, device_serial);
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