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�

function:   zrt_getRoles�IFA24001��CALLING SEQUENCE:

zrt_getRoles (user)

PARAMETERS:

Name	I/O	Type	Description

user	I/O	ZRT_USER *	A pointer to a user structure representing the user whose roles and privileges are to be retrieved.

DESCRIPTION:

This function reads in the roles and privileges information from a user's configuration files based on the data in the given user structure.

EXAMPLE:

#include "zsystem/zrt_proto.h"



ZRT_USER user;



if (zrt_getRoles (&user) != ST_SUCCESS)

	printf ("Could not get roles and privileges data!\n");



�

function:   zrt_getUserByName�IFA24002��CALLING SEQUENCE:

zrt_getUserByName (name, user)

PARAMETERS:

Name	I/O	Type	Description

name	I	char *	A pointer to a character string containing the user's login name.

user	I/O	ZRT_USER *	A pointer to a structure containing the user information.

DESCRIPTION:

This function reads in the roles and privileges information from a user's configuration files based on the supplied user name.

EXAMPLE:

#include "zsystem/zrt_proto.h"



ZRT_USER user;



if (zrt_getUserByName ("dbadmin", &user) != ST_SUCCESS)

	printf ("Could not get roles and privileges data!\n");



�

function:   zrt_setRoles�IFA24003��CALLING SEQUENCE:

zrt_setRoles (user)

PARAMETERS:

Name	I/O	Type	Description

user	I/O	ZRT_USER *	A pointer to a structure containing the user data.

DESCRIPTION:

This function writes a user's roles and privileges information to his configuration files based on the data in the given user sructure.

EXAMPLE:

#include "zsystem/zrt_proto.h"



ZRT_USER user;



if (zrt_setRoles (&user) != ST_SUCCESS)

	printf ("Could not save roles and privileges data!\n");



�

function:   zrt_userHasRolePossible�IFA24004��CALLING SEQUENCE:

zrt_userHasRolePossible (user, role)

PARAMETERS:

Name	I/O	Type	Description

user	I	ZRT_USER *	A pointer to the structure representing the current user.

role	I	char *	A pointer to a character string representing the name of the role to query.

DESCRIPTION:

This function returns TRUE if the given user is allowed to have the given role, FALSE otherwise.

EXAMPLE:

#include "zsystem/zrt_defines.h"



if (zrt_userHasRolePossible (user, ZRT_SYSADMIN)) 

	system ("/usr/openwin/bin/admintool");

else

	printf ("You do not have authorization.\n");



�

function:   zrt_userHasRoleActive�IFA24005��CALLING SEQUENCE:

zrt_userHasRoleActive (user, role)

PARAMETERS:

Name	I/O	Type	Description

user	I	ZRT_USER *	A pointer to the structure representing the current user.

role	I	char *	A pointer to a character string representing the name of the role to query.

DESCRIPTION:

This function returns TRUE if the given user has the given role active, FALSE otherwise.

EXAMPLE:

#include "zsystem/zrt_defomes.h"



if (zrt_userHasRoleActive (user, ZRT_SYSADMIN)) 

	system ("/usr/openwin/bin/admintool");

else

	printf ("You do not have authorization.\n");



�

function:   zrt_userHasPrivPossible�IFA24006��CALLING SEQUENCE:

zrt_userHasPrivPossible (user, priv)

PARAMETERS:

Name	I/O	Type	Description

user	I	ZRT_USER *	A pointer to the structure representing the current user.

priv	I	char *	A pointer to a character string representing the name of the privilege to query.

DESCRIPTION:

This function returns TRUE if the given user is allowed to have the given privilege, FALSE otherwise.

EXAMPLE:

#include "zsystem/zrt_defines.h"



if (zrt_userHasPrivPossible (user, ZRT_SA_SHUTDOWN)) 

	exec ("/usr/sbin/halt", NULL);

else

	printf ("You do not have authorization.\n");



�

function:   zrt_userHasPrivActive�IFA24007��CALLING SEQUENCE:

zrt_userHasPrivActive (user priv)

PARAMETERS:

Name	I/O	Type	Description

user	I	ZRT_USER *	A pointer to the structure representing the current user.

priv	I	char *	A pointer to a character string representing the name of the privilege to query.

DESCRIPTION:

This function returns TRUE if the given user has the given privilege active, FALSE otherwise.

EXAMPLE:

#include "zsystem/zrt_defines.h"



if (zrt_userHasPrivActive (user, ZRT_SA_SHUTDOWN)) 

	exec ("/usr/sbin/halt", NULL);

else

	printf ("You do not have authorization.\n");



�

function:   zrt_makeRolePossible�IFA24008��CALLING SEQUENCE:

zrt_makeRolePossible (user, role)

PARAMETERS:

Name	I/O	Type	Description

user	I	ZRT_USER *	A pointer to the structure representing the current user.

role	I	char *	A pointer to a character string representing the name of the role to allow.

DESCRIPTION:

This function makes the given role possible for the given user.

EXAMPLE:

#include "zsystem/zrt_defines.h"



if (zrt_makeRolePossible (user, ZRT_SYSADMIN) != ST_SUCCESS)

	printf ("Could not authorize user.\n");



�

function:   zrt_makeRoleActive�IFA24009��CALLING SEQUENCE:

zrt_makeRoleActive (user, role)

PARAMETERS:

Name	I/O	Type	Description

user	I	ZRT_USER *	A pointer to the structure representing the current user.

role	I	char *	A pointer to a character string representing the name of the role to activate.

DESCRIPTION:

This function makes the given role active for the given user.

EXAMPLE:

#include "zsystem/zrt_defines.h"



if (zrt_makeRoleActive (user, ZRT_SYSADMIN) != ST_SUCCESS)

	printf ("Could not authorize user.\n");



�

function:   zrt_makePrivPossible�IFA24010��CALLING SEQUENCE:

zrt_makePrivPossible (user, priv)

PARAMETERS:

Name	I/O	Type	Description

user	I	ZRT_USER *	A pointer to the structure representing the current user.

priv	I	char *	A pointer to a character string representing the name of the privilege to allow.

DESCRIPTION:

This function makes the given privilege possible for the given user.

EXAMPLE:

#include "zsystem/zrt_defines.h"



if (zrt_makePrivPossible (user, ZRT_SA_SHUTDOWN) != ST_SUCCESS)

	printf ("Could not authorize user.\n");



�

function:   zrt_makePrivActive�IFA24011��CALLING SEQUENCE:

zrt_makePrivActive (user, priv)

PARAMETERS:

Name	I/O	Type	Description

user	I	ZRT_USER *	A pointer to the structure representing the current user.

priv	I	char *	A pointer to a character string representing the name of the  privilege to activate.

DESCRIPTION:

This function makes the given privilege active for the given user.

EXAMPLE:

#include "zsystem/zrt_defines.h"



if (zrt_makePrivActive (user, ZRT_SA_SHUTDOWN) != ST_SUCCESS)

	printf ("Could not authorize user.\n");



�

function:   zrt_makeRoleImpossible�IFA24012��CALLING SEQUENCE:

zrt_makeRoleImpossible (user, role)

PARAMETERS:

Name	I/O	Type	Description

user	I	ZRT_USER *	A pointer to the structure representing the current user.

role	I	char *	A pointer to a character string representing the name of the role to deny.

DESCRIPTION:

This function makes the given role impossible for the given user.

EXAMPLE:

#include "zsystem/zrt_defines.h"



if (zrt_makeRoleImpossible (user, ZRT_SYSADMIN) != ST_SUCCESS)

	printf ("Could not authorize user.\n");

�

function:   zrt_makeRoleInactive�IFA24013��CALLING SEQUENCE:

zrt_makeRoleInactive (user, role)

PARAMETERS:

Name	I/O	Type	Description

user	I	ZRT_USER *	A pointer to the structure representing the current user.

role	I	char *	A pointer to a character string representing the name of the role to deactivate.

DESCRIPTION:

This function makes the given role inactive for the given user.

EXAMPLE:

#include "zsystem/zrt_defines.h"



if (zrt_makeRoleInactive (user, ZRT_SYSADMIN) != ST_SUCCESS)

	printf ("Could not authorize user.\n");



�

function:   zrt_makePrivImpossible�IFA24014��CALLING SEQUENCE:

zrt_makePrivImpossible (user, priv)

PARAMETERS:

Name	I/O	Type	Description

user	I	ZRT_USER *	A pointer to the structure representing the current user.

priv	I	char *	A pointer to a character string representing the name of the privilege to deny.

DESCRIPTION:

This function makes the given privilege impossible for the given user.

EXAMPLE:

#include "zsystem/zrt_defines.h"



if (zrt_makePrivImpossible (user, ZRT_SA_SHUTDOWN) != ST_SUCCESS)

	printf ("Could not authorize user.\n");



�

function:   zrt_makePrivInactive�IFA24015��CALLING SEQUENCE:

zrt_makePrivInactive (user, priv)

PARAMETERS:

Name	I/O	Type	Description

user	I	ZRT_USER *	A pointer to the structure representing the current user.

priv	I	char *	A pointer to a character string representing the name of the privilege to deactivate.

DESCRIPTION:

This function makes the given privilege inactive for the given user.

EXAMPLE:

#include "zsystem/zrt_defines.h"



if (zrt_makesPrivInactive (user, ZRT_SA_SHUTDOWN) != ST_SUCCESS)

	printf ("Could not authorize user.\n");



�

function:   zrt_initialize�IFA24016��CALLING SEQUENCE:

zrt_initialize (void)

PARAMETERS:

None.

DESCRIPTION:

This function initializes the roles and sessions module..

EXAMPLE:

#include "zsystem/zrt_proto.h"



if (zrt_initialize () != ST_SUCCESS)

	printf ("Could not gather roles and sessions data!\n");
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